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Artificial Intelligence (AI) describes a program or system 
that can effectively address real-world problems in a human-like way. 



The goal is to use AI systems to sustainably benefit society across 
different industries.

healthcareeconomics education transportation finance



What is Artificial 
Intelligence in 
Medicine?

Artificial intelligence in medicine is the use 
of machine learning models to help process 
medical data and give medical professionals 
important insights, improving health 
outcomes and patient experiences.



Machine 
Learning

Machine learning (ML) is a subset of artificial 
intelligence (AI), that is all about getting an AI 
to accomplish tasks without being given 
specific instructions.



Machine Learning Pipeline

Data is collected 

from individuals
Data is used to 

educate AI system
AI system makes 

informed decisions

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



AI in Healthcare Applications

Babenko, B., Mitani, A., Traynis, I., Kitade, N., Singh, P., Maa, A. Y., ... & Liu, Y. (2022). Detection of signs of disease in external photographs of the eyes 
via deep learning. Nature biomedical engineering, 6(12), 1370-1383.



AI in Healthcare Applications

Mitani, A., Huang, A., Venugopalan, S., Corrado, G. S., Peng, L., Webster, D. R., ... & Varadarajan, A. V. (2020). Detection of anaemia from retinal fundus 
images via deep learning. Nature Biomedical Engineering, 4(1), 18-27.



AI in Healthcare Applications

Tomašev, N., Glorot, X., Rae, J. W., Zielinski, M., Askham, H., Saraiva, A., ... & Mohamed, S. (2019). A clinically applicable approach to continuous 
prediction of future acute kidney injury. Nature, 572(7767), 116-119.



AI in Healthcare Applications

Jain, A., Way, D., Gupta, V., Gao, Y., de Oliveira Marinho, G., Hartford, J., ... & Liu, Y. (2021). Development and assessment of an artificial intelligence–

based tool for skin condition diagnosis by primary care physicians and nurse practitioners in teledermatology practices. JAMA network open, 4(4), 
e217249-e217249.



AI in Healthcare Applications

Mikhael, P. G., Wohlwend, J., Yala, A., Karstens, L., Xiang, J., Takigami, A. K., ... & Barzilay, R. (2023). Sybil: A validated deep learning model to predict 
future lung cancer risk from a single low-dose chest computed tomography. Journal of Clinical Oncology, 41(12), 2191-2200.
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Ethics and AI

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

AI ethics is a set of guidelines that advise on the design and outcomes 

of artificial intelligence.



Overarching 
Ethical 

Principles

Transparency – AI should be interpretable for 
users. 

Justice and Fairness – AI should avoid 
unwanted bias and discrimination.

Non-maleficence – AI should never cause 
harm.

Responsibility – AI should make reliable 
decisions that are accountable.

Privacy – The data obtained by AI should be 
secure and protected.
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Transparency/Explainability

Source: https://www.darpa.mil/program/explainable-artificial-intelligence



Transparency/Explainability in Healthcare

Nazir, S., Dickson, D. M., & Akram, M. U. (2023). Survey of explainable artificial intelligence techniques for biomedical imaging with deep neural 

networks. Computers in Biology and Medicine, 106668.

Goal: Diagnosing medical conditions such as pneumonia, COVID-19, asthma 
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Benefits of Transparency/Explainability 

Reddy, S. (2022). Explainability and artificial intelligence in medicine. The Lancet Digital Health, 4(4), e214-e215.
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Justice and Fairness

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

▪ Justice is concerned with treating people fairly

▪ It can refer to:

▪ Outcomes such as gender equality

▪ Processes such as having possibility to challenge 

decisions



Justice and Fairness

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

▪ Fairness refers to the attempts at correcting algorithmic bias

▪ Correcting bias requires:

▪ Identifying type of bias

▪ Mitigate those biases

Biases are subjective, therefore there is no single agreed-upon 

measure of fairness



Addressing Fairness in Machine Learning

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Algorithmic Biases

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Data Bias

Algorithms are trained using 

biased data. (Pre-processing)

Examples:

• Selection bias

• Sampling bias

• Reporting bias

• Participation bias

• Non-response bias

• Coverage bias

Interpretation Bias

Human assumptions 

perpetuate a skewed 

interpretation of results. 

(Post-processing)

Examples:

• Automation bias

• Overgeneralization

• Confirmation bias

• Experimenter’s bias

• Group attribution bias

• Implicit bias

• Correlation fallacy 



Data Bias- Selection Bias

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Selection Bias – Data 
selections don’t reflect 

randomization



Data Bias- Sampling Bias

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Sampling Bias – Data 
instances are more 
frequently sampled



Interpretation Bias- Overgeneralization

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Overgeneralization –
Making more general 

conclusions from 
limited testing data



Interpretation Bias- Confirmation Bias

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Confirmation Bias – The 
tendency to search for, 
interpret, favor, recall 

information in a way that 
confirms pre-existing 

beliefs



Addressing Fairness in Machine Learning

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Bias Detection, Mitigation and Prevention

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Step 1: 
Inventory 
Algorithms

1

Step 2: Screen 
for Bias

2

Step 3: Retrain 
Biased 
Algorithms

3

Step 4: Set Up 
Structures to 
Prevent Future 
Bias

4



Step 1: Inventory Algorithms

Adapted from Obermeyer et al. (2021). Algorithmic Bias Playbook.

Step 1A

Talk to stakeholders about how and 

when algorithms are used. Create a 

list of algorithms within your 

organization.

Step 1B

Choose a ‘steward’. This person will 

be responsible for keeping the 

inventory updated.



Step 2: Screen for Bias

Adapted from Obermeyer et al. (2021). Algorithmic Bias Playbook.

Step 2A

Articulate the ideal target 

(what the algorithm should 

be predicting) vs. the actual 

target (what it is actually 

predicting) 

Consider whether there is a 

mismatch that can cause 

bias.

Two patients with the same level of 
need might have different costs if 

one receives less care. 

This disconnect could cause bias in 
patients being identified for 

additional services.



Step 2: Screen for Bias

Adapted from Obermeyer et al. (2021). Algorithmic Bias Playbook.

Step 2B 

Choose comparison groups 

and perform check of how 

well the algorithm predicts 

its actual target. 

Then, investigate how label 

choice might create bias in 

how well the algorithm 

predicts its ideal target.

In this case, less money is spent on Black patients 

compared to White patients with same level of need.

Black patients may not be selected for additional services 

due to cost differences despite their same level of need. 



Step 3: Retrain Biased Algorithms

Adapted from Obermeyer et al. (2021). Algorithmic Bias Playbook.

Step 3A

Try retraining the model on 

a label closer to the ideal 

target. 

Assess possible mitigations 

to label choice by comparing 

results between different 

labels.

In this example, the current label 
of cost of care appears to cause 

bias. 

Number of chronic conditions 
may be a more appropriate label 

to use.



Step 3: Retrain Biased Algorithms

Adapted from Obermeyer et al. (2021). Algorithmic Bias Playbook.

Step 3B 

Consider alternative options, 

if necessary. If data is the 

problem, consider collecting 

new data.

Example:

Suppose you are interested in helping diabetic

patients control their blood sugar by giving them

access to dietary and exercise programs. A

common approach is to take the entire population

of patients and train an algorithm to predict which

will have a high hemoglobin A1c value. However,

we are implicitly assuming those without a value

in the system are low. Patients who lack access to

their doctor may also be high.

Sending out at-home kits could help 

eliminate sampling bias for patients in 

underserving communities.



Step 4: Setup Structures for Prevention

Adapted from Obermeyer et al. (2021). Algorithmic Bias Playbook.

Step 4A

Conduct recurring audits to ensure 

rigorous documentation of current 

and future models.

1. Establish protocols for bias 

mitigation

2. Assign a permanent team to 

oversee bias mitigation efforts.

3. Consider working with a third-

party to ensure accountability 

and offer guidance.

4. Stay informed about changes in 

the field.
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Non-maleficence

Busch, F., Adams, L. C., & Bressem, K. K. (2023). Biomedical Ethical Aspects Towards the Implementation of Artificial Intelligence in Medical Education. Medical 

Science Educator, 1-6.

▪ Non-maleficence principle emphasizes the importance of not causing 

harm and minimize potential negative consequences of AI. 

▪ AI algorithms in healthcare must be carefully designed, validated and 

evaluated for accurate and reliable results.

▪ All users need to properly educated about the application and it’s 

potential benefits and consequences.

▪ With the real patient data, privacy and confidentiality of sensitive data 

must be warranted.
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Responsibility

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Responsibility is defined as being able to ascertain whether an AI system is

behaving as expected, which is necessary for blame-worthiness



Responsibility

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

SYSTEM 
DESIGNERS 

DECISION 
MAKERS 

SYSTEM 
DEPLOYERS

SYSTEM 
AUDITORS 

END USERS 

Roles
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Security and Privacy

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Security

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Security is the practice of protecting 

systems, networks, and programs 

from digital attacks



Privacy

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Data privacy is a central issue to 

training and testing AI models, 

especially ones that train and infer 

on sensitive data



Privacy-preserving Techniques

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

DATA 
ANONYMIZATION

DIFFERENTIAL 
PRIVACY

HOMOMORPHIC 
ENCRYPTION

SECURE MULTI-PARTY 
COMPUTATION

FEDERATED 
LEARNING
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Ethical Issues for AI in Healthcare
Major Principles

1. Justice and Fairness

2. Freedom and autonomy

3. Privacy

4. Transparency

5. Safety

6. Trust

7. Beneficence

8. Responsibility

9. Solidarity

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Justice and Fairness
Data-driven bias: data not

reflecting the true distribution of

population including-

▪ enough samples for a specific

ethnicity/race

▪ data quality considerations

Algorithmic Bias: Data reflecting

▪ societal prejudices

▪ power imbalances

▪ class imbalance

▪ non-inclusion of some variables such 

as age, sex

▪ socioeconomic status

▪ social determinants of health factors 

(SDOH)

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Justice and Fairness
Other biases:

▪ Sampling bias

▪ Result in over or under treatment

of certain ethnic groups

▪ Gender bias

▪ Models predominantly trained on

male/female data

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate 
Algorithmic perspective:

▪ Purify the algorithms of AI-based

decision support tools by :

▪ Understanding the difference

between the training data and

input data

▪ Manage fairness constraints

Data perspective:

▪ Input data collection and analysis are

conducted in a mindful, objective and

diverse manner

▪ Cooperation of stakeholders

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Freedom and Autonomy
Control: Management of data involved in

AI system

▪ Ability of individuals to control their data

used by different stakeholders

Respecting Human Autonomy: Respect

for patient autonomy

▪ Respecting patient’s choice

Informed Consent: General consent to

treatment, procedure or participation in

research

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate
▪ Regulations and code of conduct to

maintain rights of users to control their

data

▪ Discuss patient autonomy in the context

of trust

▪ Communicate with vulnerable groups

carefully before consent is obtained

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Privacy
Data Privacy: Control over the individual’s health 

information

▪ The use of sensitive personal health information 

without patient awareness

▪ The misuse of sensitive information

Confidentiality: Responsibility of maintaining the 

privacy of anyone entrusted the data 

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate
Data Privacy

▪ Establish strict rules about data acquisition, data 

flow management, anonymization etc. 

▪ Store and transfer data securely within regulatory 

requirements

▪ Restrict identifiable health data during data sharing 

▪ Data analysis follows code of ethics, laws and 

regulations

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Transparency
Transparency: Understanding an AI system’s decision 

making process

▪ Black box nature of AI algorithms 

Explainability: Explaining and interpreting the 

relationship between input data and outcomes

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate
▪ Enable AI solutions to be transparent and explainable 

to patients in terms of AI algorithms and decisions

▪ Elaborate the data collected from patients

▪ Embed transparency in data analysis

▪ Inform stakeholders

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Safety
Patient Safety: Unnecessary or potential harm caused 

by AI tools or unsafe AI in healthcare

▪ Black box nature of AI algorithms 

Cybersecurity: Capability to take precautions to avoid 

undesired results and mitigate existential risks

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate
▪ Develop AI systems with clinicians and data

scientists

▪ Review AI tools through legally selected regulatory

committees before using

▪ Update regulations, code of conduct, and standards

continuously

▪ Ensure robustness of AI systems with attacks

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Trust
Trust: Central part of relationship between human care 

providers and patients. It depends on various aspects:

▪ Data usage

▪ Data-driven technology

▪ Data confidentiality

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate
▪ Inform patients about when and how the data is 

shared 

▪ Improve data privacy and confidentiality 

▪ Educate healthcare professionals on AI concepts

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Beneficence
Beneficence: Act with the best interest of others

▪ In healthcare it refers to the act of a healthcare 

professional who provides benefits for:

▪ Care-recipients

▪ Lowering risk

▪ Preventing health problems

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate
▪ Improve the communication of beneficence by:

▪ Exhibiting caring behavior

▪ Informing patients about their best interests

▪ Encourage AI developers to design and enhance 

beneficence by:

▪ Personalizing AI-powered solutions 

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Responsibility
Responsibility: Being responsible for the decisions 

made by AI systems when applied to healthcare

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate
▪ Define clear guidelines while making decisions 

about ethics and legal liability of AI outputs

▪ Share the document with all stakeholders

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Solidarity
Solidarity: Dealing with the issue of justice and equality 

with AI-powered solutions in healthcare

▪ Inequality of care distributed in society

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.



Strategies to Mitigate

▪ Solidarity based models when applying AI solutions in

society

▪ Improving the health of disabled and vulnerable

population while designing AI solutions

▪ Community based solutions

Li, F., Ruijs, N., & Lu, Y. (2022). Ethics & AI: A systematic review on ethical concerns and related strategies for designing with AI in healthcare. AI, 4(1), 

28-53.
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Legal Regulations and Policies for  AI in Healthcare

Ethical guidelines vary from country to country and across 
different industries.



Legal Regulations and Policies for  AI in Healthcare

Jobin, A., Ienca, M., & Vayena, E. (2019). The global landscape of AI ethics guidelines. Nature machine intelligence, 1(9), 389-399.

Geographic distribution of issuers of ethical AI guidelines by number of documents released.



EU AI Act: First regulation on AI

https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence

▪ In April 2021, the European commission proposed the first EU regulatory 

framework for AI

▪ AI systems are classified according to the risk they pose to users

▪ Unacceptable risk: systems considered a threat to people and will be banned

▪ Cognitive behavioral manipulation of people

▪ classifying people based on behavior, socio-economic status or personal 

characteristics

▪ Real-time and remote biometric identification systems, such as facial 

recognition



EU AI Act: First regulation on AI

https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence

▪ High risk: systems that negatively affect safety or fundamental rights

▪ AI systems that are used in products falling under the EU’s product safety 

legislation. This includes toys, aviation, cars, medical devices and lifts.

▪ General purpose and generative AI: generative AI like ChatGPT, would have to 

comply with transparency requirements:

▪ Disclosing that the content was generated by AI

▪ Designing the model to prevent it from generating illegal content

▪ Publishing summaries of copyrighted data used for training

▪ Limited risk: systems should comply with minimal transparency requirements

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02001L0095-20100101


White House Executive order on Safe, Secure, and Trustworthy AI

whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-

intelligence/

▪ In Oct 2023, an executive order was issued by White House for safe, secure and 

trustworthy AI.

▪ New standards for AI safety and security

▪ Developers of powerful AI systems need to share their safety test results and 

other critical information with US government

▪ Develop standards, tools, and tests to help ensure that AI systems are safe, 

secure, and trustworthy

▪ Protect against the risks of using AI to engineer dangerous biological materials

▪ Protection from AI-enabled fraud



White House Executive order on Safe, Secure, and Trustworthy AI

whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-

intelligence/

▪ Establish cybersecurity programs

▪ Protect Americans’ privacy by:

▪ Prioritizing federal support for accelerating development and use of privacy-

preserving techniques

▪ Evaluate how agencies collect and use commercially available information

▪ Advancing equity and Civil rights

▪ Provide clear guidelines to keep AI algorithms from being used to exacerbate 

discrimination

▪ Ensure fairness throughout the criminal justice system

▪ Ensuring responsible and effective government use of AI



WHO guidelines on Ethics and governance of AI in healthcare

https://www.who.int/publications-detail-redirect/9789240029200

▪ Key ethical principles for use of AI in healthcare:

▪ Protecting human autonomy: Humans should remain in control of health-care 

systems and medical decisions. 

▪ Promoting human well-being and safety and the public interest: AI  technologies 

should not harm people.

▪ Ensuring transparency, explainability and intelligibility: AI technologies should be 

understandable to developers, medical professionals, patients, users and 

regulators.



WHO guidelines on Ethics and governance of AI in healthcare

https://www.who.int/publications-detail-redirect/9789240029200

▪ Fostering responsibility and accountability

▪ Ensuring inclusiveness and equity

▪ Promoting AI that is responsive and sustainable



Conclusion
▪ Ethical principles are crucial for the development and deployment of safe, secure 

and trustworthy AI.

▪ AI applications in healthcare has to follow the guidelines for effective use of these 

technologies.

▪ Research is required to build and implement these technologies and it’s safe use in 

healthcare



Questions ?
Email: vgupta@mmc.edu

Profile: https://sacsmeharry.org/sacs/faculty/vibhutigupta/
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