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Overview
▪ What is Artificial Intelligence?

▪ Contributions & Concerns

▪ Machine Learning Pipeline

▪ Characteristics of Trustworthy AI

o Ethics

o Fairness

o Privacy

o Security

o Robustness

o Safety

o Explainability

o Accountability



Artificial Intelligence (AI) describes a program or system that 
can effectively address real-world problems in a human-like way. 



Everyday Examples of AI Use

Personalized social media 
feeds

Traffic monitoring and route 
suggestion

Email filters

Shopping 
recommendations



The goal is to use AI systems to sustainably benefit society across 
different industries.

healthcare

economics education
transportation

finance



AI must be trustworthy 
to be beneficial.



What is 
Trustworthy AI?

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Machine Learning Pipeline

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal

Data is collected 
from individuals.

Data is used to 
educate AI system.

AI system makes 
informed 
decisions.



Ethics



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Fairness



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Privacy



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Security

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal
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Safety



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Explainability

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal
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Accountability



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal
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Overview
▪ What is Ethics?

▪ Establishing Guidelines

▪ Ethical Principles

o Transparency

o Justice & Fairness

o Non-maleficence

o Responsibility

o Privacy



Ethics

AI ethics is a set of guidelines that advise on the design and outcomes of artificial intelligence.

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Ethical guidelines vary from country to 
country and across different industries.



Image from Jobin et al. (2019). The global landscape of AI ethics guidelines.



Transparency

Justice and Fairness

Non-maleficence

Responsibility

Privacy

Overarching 
Ethical 

Principles



Transparency

AI should be interpretable for users.

Explainability describes the extent to which human users can 

comprehend AI systems and trust the outcomes. 



Justice and Fairness

AI should avoid unwanted bias and discrimination.

Algorithmic discrimination indicates the presence of biases. 

Fairness refers to the attempts used to correct algorithmic biases.



Non - maleficence 

AI should never cause harm.

AI safety identifies causes of unintended behavior and potential 

harm and develops tools to ensure systems work safely.



Responsibility 

AI should make reliable decisions that are accountable.

Accountability refers to the ability to ascertain whether an AI system 

is behaving properly.



Privacy 

The data obtained by AI should be secure and protected.

Privacy-preserving machine learning utilizes techniques to 

safeguard data to help prevent the exposure of sensitive data.



Thank You

Please send us your questions at: 

vgupta@mmc.edu and 

dpounds24@email.mmc.edu

mailto:vgupta@mmc.edu
mailto:dpounds24@email.mmc.edu


Trustworthy AI: 
Fairness

Destiny Pounds

M.S. Student, Biomedical Data Science

Advised by Vibhuti Gupta, Ph.D.

Assistant Professor, Computer Science and Data Science

School of Applied Computational Sciences

Meharry Medical College



Overview
▪ Algorithmic Bias/Discrimination

▪ Categories of Bias

o Data Bias

o Interpretation Bias

▪ Examples of Bias

▪ Addressing Fairness in ML



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Algorithmic discrimination is the result of bias.



Biases introduced during the machine 
learning process come in different forms.

Data Bias

Algorithms are trained using biased data.

Examples:

• Selection bias

• Sampling bias

• Reporting bias

• Participation bias

• Non-response bias

• Coverage bias

Interpretation Bias

Human assumptions perpetuate a 
skewed interpretation of results.

Examples:

• Automation bias

• Overgeneralization

• Confirmation bias

• Experimenter’s bias

• Group attribution bias

• Implicit bias

• Correlation fallacy



Data Bias

▪ Selection Bias – Data selections don’t reflect 

randomization



Data Bias

▪ Sampling bias – data instances 

are more frequently samples



Interpretation Bias

▪ Overgeneralization – making more general 

conclusions from limited testing data



Interpretation 
bias

▪ Confirmation bias – the 

tendency to search for, interpret, 

favor, recall information in a way 

that confirms pre-existing beliefs



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Fairness is not a 
simple concept.

Correcting bias requires:

▪ Identifying the type of bias present

▪ Deciding what properties would indicate an 

unbiased process

Biases are subjective, therefore, there is no single 
agreed-upon measure of fairness.



Addressing Fairness in Machine Learning

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Addressing Fairness in Machine Learning

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal
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Overview

▪ Defining Privacy

▪ Privacy-Preserving Machine Learning

▪ PPML Techniques
Data Anonymization

Differential Privacy

Homomorphic Encryption

Secure Multi-party Computation

Federated Learning





Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Privacy Setting in AI/ML

We can gain useful insight about the population without knowing about 
individuals.



Privacy - Preserving Machine Learning

▪ Privacy-preserving machine learning (PPML) 

is a set of techniques and practices that 

safeguard sensitive data during training and 

deployment of AI models



Privacy-Preserving Techniques

DATA 
ANONYMIZATION

DIFFERENTIAL PRIVACY HOMOMORPHIC 
ENCRYPTION

SECURE MULTI-PARTY 
COMPUTATION

FEDERATED LEARNING



Data Anonymization

Data anonymization is a process of 
modifying data in a way that 
eliminates connections to specific 
individuals.

Of the six people listed, three are men 
but only one lives within that zip code.

It must be Governor Sam Thomas!

Name Sex Party Date 
Last 
Voted

Address Zip

Gov. Sam 
Thomas

M R ... ... 12345

Lt. Gov. Angie 
Stevenson

F R ... ... 12354

Sen. Paul Childs M D ... ... 12346

Sen. Lisa Wells F D ... ... 12345

Cong. Tim Allen M R ... ... 12355

Cong. Rose Smith F D …. ... 12345

Ex. A male living in zip code 12345 was diagnosed 
with lung cancer. Who could it be?



Differential Privacy

▪ Differential privacy is a framework designed 

to ensure the privacy of individuals in a 

dataset. Noise is added to the dataset which 

makes it difficult for attackers to discern 

information that is specific to any individual.



Privacy Settings: Single Data Source



Homomorphic Encryption

▪ Homomorphic encryption is conversion 

of data into a coded format that still allows 

it to be manipulated like original data 

without compromising encryption.



Secure Multi-party Computation

▪ Secure multi-party computations is a 

technique that allows multiple parties to 

collectively perform computations on 

their combined data while ensuring the 

privacy of individual information.



Privacy Settings: Multiple Data Sources



Federated Learning

▪ Federated learning is a machine learning 

setting where multiple entities (clients) 

collaborate in solving a problem, under 

the coordination of a central server or 

service provider.



Federated Learning

Data is generated locally 

and remains decentralized. 

Each client stores its own data 

and cannot read the data of 

other clients.

A central 

server/service coordinates 

training, but never sees raw data.
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Overview

▪ Defining Security

▪ Attack Types
Data Poisoning

Evasion Attacks

Membership Inference Attacks

Model Inversion Attacks

Model Extraction Attacks

Mitigation Techniques



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Attack Types

Data 
Poisoning 

Evasion 
Attacks 

Membership 
Inference 
Attacks 

Model 
Inversion 
Attacks 

Model 
Extraction 

Attacks



Data Poisoning

Attackers introduce malicious data into the 

training set to manipulate the model’s 

behavior.



Evasion Attacks
Attackers manipulate input data in a way that alters the model’s output or 

cause misclassification.



Mitigation Techniques

▪ Data Validation: techniques that can detect and remove suspicious data before training

▪ Adversarial Training: a technique improve model robustness and reduce the 

effect of adversarial examples

▪ Model Auditing: Regular monitoring and auditing of AI models 

help detect unexpected behaviors early



Membership Inference Attacks

Attackers infer whether a specific sample was 

part of the training data used by a model.



Model Inversion Attacks

Attackers attempt to reconstruct sensitive 

information about the training data or inputs by 

exploiting the model’s output



Model Extraction Attacks
Attackers attempt to obtain a copy the 

target model by querying it and 

generating a substitute model.



Mitigation Techniques

▪ Differential Privacy: 

▪ Other Privacy-preserving techniques
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Overview

▪ Robustness

▪ Adversarial Learning

▪ Potential Attacks

▪ Importance of Adversarial Learning



Robustness

• Robustness is the property that 

characterizes how effective an algorithm is 

while being tested on a new independent 

dataset.

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Adversarial Learning

Adversarial learning involves training models 

to be robust against adversarial examples. 

These examples are intentionally designed 

inputs created to mislead the model into 

making inaccurate and wrong predictions.



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Adversarial Attacks

White Box Attacks

In a white box attack, the attacker has complete 
knowledge of the model and its inner workings.

Black Box Attacks

In a black box model, the attacker has limited to 

no knowledge of the model’s internal details.



Why is adversarial learning important?

Adversarial learning improves 
robustness by helping the model 
generalize better. During training, 

the model is exposed to a wide 
range of adversarial examples 

which the model must adapt to.

It also helps detect weaknesses 
in the model and provides 

insights into how the model can 
be improved.



Incorporating adversarial learning into a 
machine learning model requires two steps:

1

Generate adversarial 
examples

2

Incorporate these examples 
into the training process
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Overview

▪ Defining Safety

▪ AI Safety
Robustness

Monitoring

▪ Hazard Analysis

Alignment

Systemic Safety



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



AI Safety

Ensuring systems can withstand hazards (Robustness)

Identifying hazards (Monitoring)

Reducing inherent ML system hazards (Alignment)

Reducing systemic hazards (Systemic safety)



Robustness

▪ AI systems that are affected by minor disturbances could 
lead to safety issues.

▪ For example, an autonomous vehicle that fails to recognize 
the stop sign shown below may put passengers at risk of 
harm. 

▪ The AI system should be robust that the minor disturbances do 
not affect accurate detection.



Monitoring

▪ Hazards are system conditions in which an accident 
can happen.
▪ Example: an autonomous vehicle going too fast while not recognizing 

pedestrians

▪ We want to identify these hazards and the events that cause 
them, known as the root causes. 



Hazard Analysis Techniques

• Fault Tree Analysis (FTA)

• Failure Mode and Effect Analysis (FMEA)

• Hazard and Operability Analysis (HAZOP)



Fault Tree 
Analysis



Failure Mode and Effect Analysis (FMEA)





Alignment

Alignment refers to the concept of 
designing the right objective 
function for a task, so that the task 
is encoded in alignment with how 
humans intend the AI to perform 
the task. This reduces hazards 
by specifying the right requirements 
for the system.

Example:

A sidewalk robot with the objective function 

to reach a goal fast might drive 

at dangerously high speeds and might 

endanger cyclists in bike lanes, unless 

speed limits and not interfering with other 

traffic is embedded in the objective.



Alignment Challenges

▪ Alignment is not an easy task as defining the objective function that takes 
all requirements into count require understanding and expressing 
requirements precisely, anticipating potential loopholes.

▪ Through system learning, the AI usually learns loopholes.

▪ Examples:

▪ AI pausing a video game indefinitely to avoid losing

▪ A racing robot changing its path to cross the finish line quicker



Systemic Safety

▪ AI systems interact with their environment and other systems 

to explore strategies that ensure their safety and reliability.
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Overview
▪ Defining Explainability

▪ Model Understanding
Examples
Benefits

Approaches to Model Understanding
Interpretable Models
Post-hoc Explainability
▪ Local Explanations

▪ Global Explanations



Explainable Artificial Intelligence (XAI)

▪ Explainability of an AI model describes 

the extent to which human-users 

can comprehend and trust the results and 

output created by the model.

Image from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Overview of Predictive Modeling Process

Input

(Data)
Model

Output

(Prediction)

Explainable AI requires model understanding.



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal
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Summary: Benefits of Model Understanding

Debugging

Bias Detection

Recourse

Assess Trustworthiness of Predictions

Vet Models for Deployment



Achieving Model Understanding

Approach #1:

Build 
inherently interpretable 
(white box) models.

Approach #2:

Explain pre-built (black-
box) models in a post-
hoc manner.

Image from Hui, Aaron & Ahn, Shawn & Lye, Carolyn & Deng, Jun. (2022). Ethical Challenges of Artificial Intelligence in Health Care: A Narrative Review.
Ethics in Biology, Engineering and Medicine: An International Journal. 12. 10.1615/EthicsBiologyEngMed.2022041580. 



Inherently Interpretable Models

▪ These models are interpretable by 

design. Understanding of the model 

is clear before receiving results.
• Linear Models

• Shallow Decision Tree

• Rule Based Models

• Risk Scores

Examples



Post-hoc Explainability

Building an inherently 
interpretable model is not always 

possible and we are left with a black 
box. In that case, models can be 

interpreted post-hoc.

Post-hoc explanation occurs 
after execution of the model.

Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



White Box vs. Black Box Example



Approaches for Post-hoc Explainability

Local Explanations

Local explanations focus on the data and 

provide explanations for individual outcomes. 

Therefore, they provide trust for model 

outcomes.

Global Explanations

Global explanations focus on the model and 

provide an understanding of the decision 

process. Therefore, they provide a sense of 

understanding to how the model works.
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Overview
▪ Defining Accountability

▪ Roles
System Designers
Decision Makers
System Developers
System Auditors
End Users

Audits
External
Internal



Adapted from Farnadi, G. (2022). Trustworthy Machine Learning [Slides]. HEC Montréal



Roles
SYSTEM 

DESIGNERS 
DECISION 
MAKERS 

SYSTEM 
DEPLOYERS

SYSTEM 
AUDITORS 

END USERS 



System designers

▪ System designers are the designers of the 

AI system. Their job is to design the AI 

system to user requirements so that it is 

transparent and explainable. 

System designers also 

provide deployment instructions and user 

guidelines.



Decision Makers

▪ Decision makers have the right to build an 

AI system and determine what AI system 

should be adopted. They should be fully 

aware of the benefits and risks of the 

candidate AI systems and take all 

requirements and regulations into 

consideration.



System Deployers

▪ System deployers oversee the deployment 

of the AI system. Their job is to follow 

deployment instructions and ensure the 

system is deployed appropriately.



System Auditors

▪ System auditors are responsible for 

system auditing. Auditors are expected to 

provide comprehensive assessments of the 

AI system.



End Users

▪ End users are the practical operators of the 

AI system. End users are expected to follow 

the user guidelines and report any issues 

to deployers and designers in a timely 

manner.



Audits
▪ An audit is an evaluation of conformance of AI systems and processes to 

applicable regulations, standards, guidelines, plans, specifications and 
procedures.

▪ Audit Types

▪ Internal audit

▪ External audit



Internal Audit

▪ An internal audit is conducted by people inside same organization as the system designer or system 

deployer.

▪ The auditor will have access to large amounts of internal data.

▪ This audit can be done before deployment; therefore, the decision maker can utilize audit results.

▪ However, the auditor shares same interests as the audited which makes objective report more challenging.



External Audit

▪ An external audit is an audit conducted by a third party with no common interest.

▪ This type can easily offer a comprehensive and objective report due to lack of potential bias.

▪ The auditor cannot access all the important internal data in AI system.

▪ The audit must be done after deployment, so it be costly to adjust as needed.
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