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Robustness
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Adversarial Learning
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CYBERSECURITY

Why Adversarial Image Attacks Are No Joke

Martin Anders
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Adversarial Attacks

White Box Attacks Black Box Attacks
In a white box attack, the attacker has In a black box model, the attacker has limited
complete knowledge of the model and its to no knowledge of the model’s internal

inner workings. details.




Why Is adversarial learning
Important?

Adversarial learning improves
robustness by helping the
model generalize better.
During training, the model is
exposed to a wide range of
adversarial examples which
the model must adapt to.

It also helps detect
weaknesses in the model and
provides insights into how the
model can be improved.
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Incorporating adversarial learning into a
machine learning model requires two steps:

Generate adversarial Incorporate these
examples examples into the training
process



Thank You

Please send us your questions at:

vgupta@mmc.edu and
dpounds24@email.mmc.edu
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